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The intelligent way of rolling out software updates with
Fleet Warden

How to manage
large device fleets



Fleet
START WITH A



All devices are
organized in fleets  

WORKFLOW FLEET

Only administrators can create fleets. They can
manually import devices into fleets or manually
remove devices from a fleet. One device can be part
only of one single fleet.

You can spawn a fleet over a product, a product
variant, a customer, a single model of a product or
basically something that you want to manage
separately. Every fleet encapsulates its own subset
of devices, software bundles, deployment plans,
regions, groups and user privileges. 



Navigating the menu

Administration
Admins can add,
remove and alter fleets
and users along with
changing some setting. 

Profile
Personalized experience

for every single user

Bundles view
Specifically designed

for developers to
internally deliver

distributable bundles of
software releases

Deployment view
Specifically designed
for sales users to
decide when and how
to deliver new software
to customers.



Bundles
DELIVER SOFTWARE IN



Bundles contain
partition images

WORKFLOW BUNDLE

Bundles are delivered to a fleet by a responsible user.
This is usually a project manager, a developer or an
external software supplier company. Bundles contain
signatures and hardware compatibility information to
ensure that the software is genuine and can run on
the device that want to update to it.

A software release is the outcome of a software
development process. The artifacts of the release
are mainly partition images, documents and content.
The artifacts relevant for an update are packed
together with a manifest into a distribution bundle.



Inside bundles

Partitions in bundle
See what's inside. Once
the bundle is uploaded,
you can review the
metadata of the
partitions

Version, Size, Hash
See the most important

details first. They ensure
data integrity and

differentiate bundles

Modifiable metadata
Signatures, comments

and hardware
compatibility can be

adjusted anytime

Usage statistics
See how many devices
have the software
installed and if it is
planned for deployment



Deploy
USE PLANS TO



Deployment plans
roll out updates

DEPLOYMENT PLANS WORKFLOW

Multiple plans can run at the same time. Every plan
can be started and stopped manually. Every single
time a device updates itself and checks-in with the
cloud with its new software version, the bundle's
coverage changes. This coverage can also be used as
a criteria to stop a deployment plan from further
distributing updates.

The strategy to provide software bundles to devices
is defined through deployment plans. You define
which devices to update by organizing them in
regions and groups. You choose when to start and
when to stop distributing a bundle to the devices.



Inside deployment
plans

How many updates is
enough?
Define when to stop
distributing a bundle 

The basics
Select a bundle to

distribute, choose a
start date and you are

ready to roll

Update specific devices 
You can refine the

devices to receive the
updates by selecting
multiple regions and

groups 

How many updates to
expect?
Get an estimation on
how many devices will
update to the bundle



Devices
FIND AND MANAGE



OEMs provide the
devices to the cloud

DEVICES WORKFLOW

Fleet warden provides means to filter and search
devices by any field. An export functionality allows
every device management operation to be done in
Excel.

Fleet warden can manage large amounts of devices
provided every device has a unique identity. The
identity of a device is stored inside the device's
certificate, which is created during manufacturing.
After the OEM reports the identities of the newly
produced devices to the cloud, they get visible in
Fleet Warden.



Managing devices

Easy filters
Predefined fields have a
simple drop-down filter

Extended filtering
Filter with plaintext

queries and wildcards

Bulk operations
Change regions and

groups of multiple
devices at once. Excel

lovers can export
devices as CSV file

High performance
You won't notice a
performance difference
between one and one
million devices



Fleet Warden Features Timeline
COMING SOON

Incorporate other 
 telemetric data in UI

Statistics and
reports

Optimizations and
advanced security
features

1st Quarter 2023 2nd Quarter 2023 3rd Quarter 2023 4th Quarter 2023Set of features

Shared Values

Log Streams

Device statistics

Activity statistics

Certificates service administration

Adaptive check-in timings and server side optimizations 
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